





Cranbrook Loans Group, Inc.’s Identity Theft Prevention Program

Cranbrook Loans Group, Inc. has established this Identity Theft Prevention Program to help protect our customers, consumers and the lenders we represent generally against identity theft.  This program is designed to comply with the requirements of the Fair and Accurate Credit Transactions Act (FACTA) Red Flags Rule and provide assurance to both our customers and the lenders with which we do business that Cranbrook Loans Group, Inc. is actively involved in the effort to prevent identity theft and related frauds in mortgage lending.

A training with the topics of Information Security, Red Flags Rule, Anti Money Laundering and Identity Theft Policy will be completed annually in the first quarter of each year and all employees and contractors are required to attend, this training will be done live and via webinar training which will be recorded for viewing for employees who are required to attend but unable to make the training date.  We will manage and log the attendees in a new log. Logs will be maintained in the root of the P: drive entitled Information Security Identity theft AML attendees log.  The evaluation of risk will also be done at the same time and addressed at the training.

Information Security Compliance Policy

1. Appoint Compliance Officer: Michael Ayoub

2. Determine Risks: Team Effort

3. Install Information Security Measures ie firewall, shred documents etc.: IT Department

4. Document Info security policy.: Compliance Officer

5. Training of employees.: Compliance Officer

6. Annual reevaluation.: At or before annual training: Compliance Officer.
7. in the first quarter of each year the director of the IT department will be the internal auditor of the compliance officer and its policies with the purpose to independently test the data.  this testing will include a verbal conversation with the president of the company and the compliance officer.  Concerns will be discussed and implemented at this meeting.  
Risk Assessment

Cranbrook Loans Group, Inc. has performed an identity theft risk assessment to assess the Identity Theft Red Flags that we might encounter in our business.  We have identified the following relevant Red Flags:

	1.
	Notice from a customer, a victim of identity theft, a law enforcement agency, or someone else that an account has been opened or used fraudulently.

	2.
	A fraud or active duty alert in a borrower’s credit report.

	3.
	An address discrepancy alert in a borrower’s credit report.

	4.
	Notice of a credit freeze in response to a credit report inquiry.

	5.
	A photo ID that appears to be forged or altered.

	6.
	An application form that appears to have been forged or altered.

	7.
	

	8.
	

	9.
	

	10.
	


[Add items as needed to this list to fill in as many Red Flags as you identify in your business matched back to the 26 suggested red flags guidelines especially these for brokers  “Alerts and notifications or warnings from a Credit Repository  #1,2,3,4,10,11,12, 13,14, 26 “  “Suspicious Identifying Information #5,6,7,9)  and “potentially “other suspicious Personal Information derived for an account opening” such as #15, 16)  The numbers referred to above specifically correspond to the FACTA guidelines List of Suggested Alerts in Appendix J of the FACTA Red Flags Ruling.]
Red Flags Detection

Cranbrook Loans Group, Inc. will detect the Red Flags we have identified in the following ways:

	1.
	All employees are required to immediately notify the individual responsible for our Identity Theft Prevention Program if they are notified by a consumer, a victim of identity theft, a law enforcement agency, or someone else that an account has been opened or used fraudulently.  The same procedure applies if our credit report vendor, Informative Research, notifies us that a consumer has contacted them regarding possible fraud related to our request for a credit report.

	2.
	Cranbrook Loans Group, Inc.  is utilizing Informative Research’s Red Flags Risk Platform to draw our attention to alerts in the borrower’s credit report such as fraud alerts and address discrepancies. It is our policy to respond with mitigation procedures specifically to all triggered alerts when the risk rating on RFRP shows a High or Elevated risk Level.  Indicated risk levels below “Moderate” should be scanned in comparison with the entire loan file.  

	3.
	Any discrepancies between information provided by a borrower and information obtained from a third party will trigger further review to assess if a Red Flag is present.

	4.
	Employees will be trained in detecting signs of forged or altered documents such as driver’s licenses, loan applications, or tax documents.

	5.
	See Identity theft questionnaire.

	6.
	

	7.
	

	8.
	

	9.
	

	10.
	


Responding to Red Flags to Prevent and Mitigate Identity Theft

Cranbrook Loans Group, Inc. has established the following procedures to respond to Red Flags:

	1.
	When notified by a customer, a victim of identity theft, a law enforcement agency, or someone else that an application may have been made fraudulently, Cranbrook Loans Group, Inc. will:

1) Immediately halt processing on the loan while the claim is investigated or, if the loan has been funded, notify the lender of the possible fraud.

2) Investigate fully by whatever means are available, e.g., police reports, identifying documentation provided by the consumer, etc.

3) Request removal of the inquiry from the consumer’s credit file by the credit bureaus if the application proves to be fraudulent.

	2.
	If Cranbrook Loans Group, Inc. receives a fraud or active duty alert in a borrower’s credit report, our staff will take the actions recommended by the Red Flags Risk Platform to resolve the possible issues raised by this Red Flag,


	3.
	If Cranbrook Loans Group, Inc.  receives an address discrepancy alert in a borrower’s credit report our staff will take the actions recommended by the Red Flags Risk Platform to resolve the possible issues raised by this Red Flag.

	4.
	If Cranbrook Loans Group, Inc. receives notice of a credit freeze in response to a credit report inquiry, our staff will review and act according to the credit freeze policy.

	5.
	If Cranbrook Loans Group, Inc.suspects a photo ID may be to be forged or altered Loan will be declined and banned from doing business with our company.

	6.
	If Cranbrook Loans Group, Inc. suspects an application form may have been forged or altered will be declined and banned from doing business with our company.

	7.
	

	8.
	

	9.
	

	10.
	


Employee Training

Cranbrook Loans Group, Inc. will provide Red Flags training to employees pertinent to their job functions, as follows:

Job Function: Loan Processor
Loan Processors are likely to encounter Red Flags on a regular basis, and will therefore receive Red Flags at hire and in annual refresher courses.  Loan Processors will receive additional training any time the Identity Theft Prevention Program is updated but in general, shall use the Red Flags Risk Addendum and follow the specific mitigation therein for files shown to as having a “High” or “Elevated Risk” level.
Job Function: Loan Officers
Loan originators shall be provided the Red Flags Questionnaire and this policy.
Service Providers

Cranbrook Loans Group, Inc. uses the following service providers in connection with our covered accounts:

	1.
	Equifax (credit reporting).  Equifax verifies that its procedures support our Red Flags compliance.  Specifically, if Equifax detects a Red Flag pertaining to one of our borrowers, using Equifax’s Red Flags Risk Addendum will are  immediately notified so as to respond appropriately.

	2.
	Bureau Credit Fraud Alerts from Experian’s “Fraud Shield”, TransUnion’s “High Risk Fraud Alerts”, and or  Equifax’s “Safe Scan”

	3.
	Social Security Administration via its Consent Based Social Verification service]


Program Updates

Cranbrook Loans Group, Inc.  will review this Identity Theft Prevention Program as appropriate to ensure that the Program addresses all identified Red Flags in the program.  The Program Administrator will ensure that the Program is reviewed and updated if changes occur in our business or practices, in available methods to detect and respond to Red Flags, or changes in identity theft risks warrant a revision of the program.  At a minimum, the Program Administrator will Review the program ‘at least annually/quarterly/monthly’ to verify that it remains current.

Designated Program Administrator

Cranbrook Loans Group, Inc.  designates the following senior staff member to administer this Program:

	Name:
	Michael Ayoub

	Title:
	Compliance Officer


Board/Senior Management Approval

This Program is approved by:

	Signature:
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	Name &Title:
	Michael Ayoub, Compliance Officer


As of 01/01/2017

Research into knowledge, knowledge into action.™ 

INFORMATIVE RESEARCH  I 13030 Euclid Street, Garden Grove, CA 92843
www.informativeresearch.com   I    t: 800.473.4633  I    f: 714.636.2510 I    e: info@informativeresearch.com
This material has been prepared for educational and informational purposes only and should not be construed as an offering of  either legal advice or a legal opinion on any specific matter. It should not be used to replace the advice of your own legal counsel.  It is expressly written to frame the primary content elements needed for a  Red Flags Identity Theft Program and written also with the  presumption that  the user entity has committed to including  Informative Research’s Red Flags Risk Platform (RFRP) as a critical core element of  that program. RFRP has its own express use limits, representations, and warranties stated at the top of each Red Flags Addendum that are also relevant.


