CRANBROOK LOANS INFORMATION SECURITY POLICY


This Information Security Policy is implemented pursuant to FTC regulations at 16 CFR Part 314, to protect the confidentiality of consumer nonpublic information.  This Policy applies to all consumer nonpublic information obtained by Cranbrook Loans (the “Corporation”) in the course of serving consumers and customers of the Corporation.  

A training with the topics of Information Security, Red Flags Rule, Anti Money Laundering and Identity Theft Policy will be completed annually in the first quarter of each year and all employees and contractors are required to attend, this training will be done live and via webinar training which will be recorded for viewing for employees who are required to attend but unable to make the training date.  We will manage and log the attendees in a new log. Logs will be maintained in the root of the P: drive entitled Information Security Identity theft AML attendees log or online http://cranbrookloans.com/information-security-internal-audit  The evaluation of risk will also be done at the same time and addressed at the training.
Information Security Compliance Policy

1. Appoint Compliance Officer: Michael Ayoub
2. Determine Risks: Team Effort
3. Install Information Security Measures ie firewall, shred documents etc.: IT Department
4. Document Info security policy.: Compliance Officer
5. Training of employees.: Compliance Officer
6. Annual reevaluation.: At or before annual training: Compliance Officer. 
7. In the first quarter of each year the director of the IT department will be the internal auditor of the compliance officer and its policies with the purpose to independently test the data.  this testing will include a verbal conversation with the president of the company and the compliance officer.  Concerns will be discussed and implemented at this meeting.  
I.
Designation of Compliance Officer


The Corporation designates Michael Ayoub to be its Information Security Compliance Officer to coordinate the implementation and maintenance of this Information Security Policy, and many programs implemented pursuant to this Policy.

II. Identification of Information Security Risks

The Corporation has identified the following principal areas of risk regarding the security of nonpublic information that the Corporation collects, retains, and disposes of. These risks include (a) fraudulent activities by employees that result in an unauthorized release of consumer nonpublic information, (b) inadvertent release of consumer nonpublic information due to employee misconceptions and inadequate training to deter fraud, (c) improper third party access to information through fraudulent activities (including pretext calling), (d) inadvertent release of information by persons who have unnecessary access to consumer nonpublic information, (e) inadvertent release of information to persons who may have physical access to Corporate offices (such as cleaning crews perusing a file on a desk), (f) improper interception of consumer information transmitted electronically, (g) improper access to information that is being disposed of by the Corporation, and (h) unauthorized use or release of information by vendors and other service providers. The Information Security Compliance Officer shall be responsible for identifying additional risks, and for removing previously identified risks, from this Policy as experience dictates. Protection of consumer nonpublic information and prevention of unauthorized use or access to such information is addressed below:

A. Employee Management and Training

All employees hired by the Corporation shall undergo a thorough background review before beginning work for the Corporation.  This background review shall include obtaining a consumer credit report (with the potential employee’s written consent and knowledge), confirmation and verification of degrees and education, requesting verification of employment history and employment evaluations, and review of the potential employee's criminal history, if any.  Any material omission of information or misrepresentation of information shall disqualify the individual for employment with the Corporation.  Any material breach of the information security policies of this Corporation shall subject to the employee to disciplinary action up to and including dismissal from employment with the Corporation.

All employees shall receive adequate training to recognize the safeguards necessary to secure information from inadvertent release, and from external risks to the security, confidentiality, and integrity of nonpublic information, that could result in unauthorized disclosure, misuse, alteration, destruction, or other compromise of information. All employees hired by the Corporation shall undergo training in the methods of securing nonpublic consumer information maintained by the Corporation, and all employees shall be required to acknowledge and execute a confidentiality pledge to keep consumer information secure and confidential. All employees shall log in and log out of the office each day.  No employee shall log in or log out for any other employee.

B. Information Systems Security

Network Software and Design. Computers that maintain consumer information will be protected from external intrusion by Internet firewalls, and from internal intrusion by identification codes and individual passwords assigned to each employee. Employees will not be permitted to borrow computer equipment from the Corporation, or to remove computer equipment from the branch office. External access to Corporation computers and databases shall be permitted to only to information technology personnel authorized to maintain the systems, branch managers, the Information Security Compliance Officer, and the president of the Corporation.  No other persons will have authorization to access Corporation computers from an external computer terminal.  Any unauthorized access to a Corporation computer shall be reported immediately to the Information Security Compliance Officer and to the President of the Corporation.  Upon learning of any unauthorized access to a Corporation computer, the Information Security Compliance Officer and information technology personnel shall consult with each other to determine how the access was granted and to develop procedures to avoid any such excess of the future.

Passwords distributed to employees shall be reset at least every 45 days, and all passwords will be reset whenever an employee terminates their employment with the Corporation. Employees will not be permitted to share passwords or to use their own equipment to access Corporation databases. Password should not be posted in the office. 

Downloading and copying of information Corporation databases will be prohibited, except with the express written authorization of a branch manager.  When authorization is given to download or copy consumer information, the information will be copied or downloaded by information technology personnel in a manner approved by the Corporation.  All copies of information given to an employee shall be returned to the company immediately upon completion of the employee’s responsibilities regarding that information.

Information Processing.  Employees shall only be allowed to access information pertaining to loan files that they are processing.  Branch managers shall only be allowed access to information pertaining to loan files in process from their branch.  Employees shall not share files or information from files with other employees, unless an employee suspects that a loan applicant or another employee is engaging in unauthorized, improper or illegal activities.  Any suspected unauthorized, improper or illegal activities shall be reported immediately to the branch manager and to the President of the Corporation, and shall be immediately investigated by the branch manager.

Information Storage.  All employees shall log out of their computer whenever they leave their workstation. All paper files shall be stored in file cabinets or desk drawers, which shall be locked whenever the Corporation offices are closed and/or whenever the employee is absent from the office. When loan officers and other employees have an office with a door that locks, the office door shall remain locked whenever the loan officer or employee is away from the office. Only the branch manager, the office receptionist and the President of the Corporation shall retain keys to access Corporation offices and loan files in file storage cabinets.  Employees shall not share keys to their desks with any other person.  No keys shall be copied or given to any other person for any reason.  Any key borrowed from a receptionist or a branch manager shall be checked out and returned immediately after use.

Backup copies of information databases shall be prepared at the end of each day.  These backup copies shall be maintained at an off-site location, preferably under the control of the branch manager.  Backup tapes shall be reused no more than once each week, and backup tapes shall be replaced at the end of their expected lifecycle.  Hard drive storage shall be arranged in a raid 5 array to maximize the security and integrity of data storage.

Information Transmission.  Requests for information from third parties received or the telephone, over the Internet, or by facsimile transmission, shall not be honored until the identity of the individuals seeking the information is verified. Only employees who have been trained in security procedures for responding to information requests shall respond to such requests. Consumers shall be asked to provide a predetermined password or picture identification before information will be provided from their loan file. Information transmitted over the Internet shall be encrypted utilizing strong (Secure Socket Layer) encryption software.  Any attempt to obtain information through pretext calling or similar fraudulent efforts will be reported to the branch manager immediately.

Building Security and ID Pass Policy

Protecting borrowers’ information is everyone’s responsibility at Cranbrook Loans.  In order to keep the information our clients have trusted us with private and secure we will be implementing a new security procedure that will enable employees to better distinguish guests in the building.  

To substantially improve building security the following policy and procedure is being established effective September 27, 2006.

The procedure is as follows:

· 1. All guests are to sign in on the clip board that is located in the main processing office.  They will be directed to the main processing office by the front desk. 

· 2. At this time they are to receive an identification pass in the form of a sticker that will be applied to their shirt.

· 3. Once they have conducted their business they must Sign Out.

Identification Pass

This Identification pass will include:  

Name, Date, Company, and Access Code Number/Guest of

The Access Code definitions are as follows:

1 is equal to access to all of the Cranbrook Loans HLPs

2 will be followed by the specific HLP that they are here to see

This new policy will include primarily lender representatives, but also applies to friends and family members of employees of Cranbrook Loan, appraisers, title companies, and any other potential visitor or guest of this company with the exception of Clients.  See below for Client procedure.  Any person not employed at Cranbrook will be required to sign in and out and wear an identification pass. 

Front Lobby Doors and Rear Doors.

The two doors in the front lobby will now be closed at all times so that all guests are greeted by employees of the front office. The Rear door is to remain closed and locked at all times.  The Rear Door shall remain locked at ALL TIMES.  During business hours employees using the rear door as passage shall ensure that the door is fully closed and not cracked.  If the door is cracked that could entice a criminal to enter through the rear door and attempt theft.  It is against Cranbrook Loans Information Security Policy to leave the door open or cracked behind you.  A cracked rear door at a place of business could entice a criminal to enter and attempt theft.   

Entering through the Rear of the building.

Absolutely no non employees of Cranbrook Loans are to enter through the back door of the office.  Visitors should be instructed to enter through the front of the building.  

Lenders

Lenders must be scheduled to make Rounds.  Only a limited group of representatives are allowed to make rounds on a regular basis.  We have a schedule which includes a list of our primary authorized account reps.  All other lenders would need approval to be allowed to make rounds.  If you have a lender who you would like to meet with, they can schedule an appointment with you directly but they will not be allowed to make rounds and talk to any other representatives of Cranbrook Loans.  This exposes our clients’ data to more risk, and wastes other Home Loan Professionals valuable sales time.  Mostly because they are listening patiently to an account executive who is pushing his/her products.  

Borrower appointments

If you are meeting a borrower please follow the procedure listed here. The borrower may be escorted (in and out of the building) to the conference room or your office.  This is the only time a guest will be exempt from having a pass.    

Credit Reports and client data

Credit reports and any other documents with private client information must be picked up immediately after printing.

Someone Not Wearing A Pass:

If you see someone who is not identified by the ID Pass, please stop them and ask who they are and who they are here to see.  Inform unidentified visitor that they must sign in at the front desk.  They should be escorted to the front processing office.  Employees of Cranbrook Loans are to immediately report any instances of unauthorized individuals roaming without an identification pass.  

It is all of our duties at Cranbrook Loans to keep our borrowers information secure and private from any outside sources and help to maintain the security of this company. 

Information Disposal.  All records of consumer nonpublic information will be disposed of after shredding or similar destruction methods are utilized to make the records unreadable.  Any computer equipment containing corporate databases shall be erased magnetically and reformatted prior to disposal or transfer of the equipment to a third party.

C. Detecting, Preventing and Responding to Attacks, Intrusions or Other System Failures

No employee shall download executable files from the Internet, or copy or install executable files from storage media, without prior review of the files and approval by the branch manager and information technology personnel. Computer virus detection and removal software will be installed on each computer, and preset to update computer virus definitions and run full system scans and at least once each week. All incoming and outgoing electronic mail will be scanned for computer virus contamination. Any individual computer that has access to the Internet shall utilize a software firewall.  A hardware firewall shall be installed on the network system to prevent unwarranted intrusion.  Employees who disable or circumvent security measures will be disciplined up to and including dismissal from employment.

The Corporation shall maintain sufficient backup computer systems to continue operating on an emergency basis in the event that the computer systems at any Corporation office are disabled. 

Any attempt to obtain information from the Corporation through illicit, illegal or unethical means shall be reported to the branch manager and to the President of the Corporation.  The branch manager and the President of the Corporation shall investigate each report of an intrusion or attempt to improperly obtain secure information, and take appropriate action, including but not limited to reporting the incident to local law enforcement authorities.

D. Oversight of Service Providers.  

Each service provider must demonstrate the Corporation that it is capable of maintaining appropriate safeguards for the customer information provided to act or collected by the service provider on behalf of the Corporation, its customers, and consumers to contact Corporation.  The service provider must execute a confidentiality agreement that requires the service provider to keep consumer nonpublic information confidential and not to use this information for any purpose other than the purpose for which the service provider is retained by the Corporation.  Service providers that receive consumer nonpublic information from the Corporation must demonstrate the ability to maintain the security of such information to the same extent that the Corporation keeps such information secure.

III. Information Security Audits

The Information Security Compliance Officer shall develop and implement audit procedures to assure compliance with this policy.  These procedures shall include, at a minimum, checking the hardware and software utilized by the Corporation to determine that security procedures are being followed, and that no employee is attempting to circumvent these security measures.  To accomplish this goal, (1) an audit of each employee’s systems, workstation, and files must be completed annually by the branch manager, and reported to the Information Security Compliance Officer, and (2) an audit of each branch’s systems, workstation, and files must be completed annually by the Information Security Compliance Officer, and reported to the President of the Corporation. Audit procedures shall also include post-closing surveys of customer satisfaction, spot evaluation of loan files, review underwriting of a statistical sampling of loan files, and a review of personnel records to determine whether each employee is following corporate procedures.

Signature

Printed name and Date

